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Ø  MAXIMALLY NONLOCAL   CHSH = 4 

{ }1,0∈b

xyba =⊕

Popescu & Rohrlich, Found. Phys. 1994 Barrett et al. PRA 2005 

WHY DOES THE PR BOX NOT EXIST IN NATURE ? 
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FIG. 5 The nonlocality of a quantum state ! can be revealed in di!erent scenarios. a) The simplest scenario: Alice and Bob
directly perform local measurements on a single copy of !. b) The hidden nonlocality scenario (Popescu, 1995): Alice and Bob
first apply a filtering to the state; upon successful operation of the filter, the perform the local measurements for the Bell test.
c) Many copies scenario: Alice and Bob measure collectively many copies of the state !. d) Network scenario: several copies of
! are distributed in a quantum network, where each observers performs local measurements.

the CHSH inequality. However, contrary to the case
of pure states, it is here not enough to focus on the
CHSH inequality. In particular, there exist two-qubit
states which do not violate CHSH, but violate a more
sophisticated Bell inequality (I3322, see eq. (21)) involv-
ing three measurement settings per party (Collins and
Gisin, 2004). Another example is the two-qubit Werner
state, given by a mixture of a maximally entangled state
|!+! = (|00!+ |11!)/

"
2 and the maximally mixed state,

i.e.:

"W = p |!+! #!+|+ (1$ p)
11

4
. (45)

This state is separable for p % 1/3 (and thus does not vio-
late any Bell inequality) and entangled otherwise. Using
the criterion (44) one finds that S = p2

"
2, which leads

to violation of CHSH for p > 1/
"
2 & 0.707. However,

it was shown in (Vertési, 2008) that the state (45) vio-
lates a Bell inequality involving 465 settings per party
for p > 0.7056.
If explicit Bell inequality violations yield upper-bounds

on the critical value of p necessary to reveal the nonlo-
cality of the state (45), it is also possible to obtain lower-
bounds on p by constructing explicit local models. In
a seminal paper, (Werner, 1989) showed that the cor-
relations resulting from projective measurements on the
state (45) admit a local model if p % 1/2, even though
the state is entangled for p > 1/3. Entangled states

admitting a local model are usually termed local states.
Here we describe Werner’s model, following the presen-
tation of (Popescu, 1994). Note first that it is su!cient
to construct a local model for p = 1/2, since then the
model can be extended for any p < 1/2 by mixing with
completely uncorrelated and random data. Let Alice and
Bob measure the spin polarization of their particles in the
n̂A and n̂B directions respectively, where vectors describe
the measurements on the Bloch sphere. The probability
that both Alice and Bob get the outcome ‘0’ is given by

p(00|n̂A, n̂B) =
1

4
(1$ 1

2
cos#), (46)

where # is the angle between n̂A and n̂B . Now, we give
a local hidden variable model that gives the same statis-
tics. Let the hidden variable be a vector on the Bloch
sphere $̂ = (sin %x̂+ sin % sin!ŷ + cos %ẑ) known to both
Alice and Bob. In each run of the experiment a di"erent
$̂ is sent, chosen according to the uniform distribution
d"($̂) = sin %d%d!/4&. After receiving $̂, Alice gives the
outcome ‘0’ with probability

pA(0, n̂A, $̂) = cos2(#A/2), (47)

where #A is the angle between n̂A and $̂. At the same
time, Bob gives the outcome ‘0’ with probability

pB(0|n̂B , $̂) =

!
1 if 2 cos2(#B/2) < 1,
0 if 2 cos2(#B/2) > 1,

(48)
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2. MEASUREMENTS ARE PAULI X,Z 

OTHERWISE SECURITY CANNOT BE GUARANTEED 



QUANTUM HACKING 

BLINDING ATTACK     
EVE REMOTE CONTROLS BOB’S DETECORS 

IAPD Linear mode Geiger mode

Vbr

Single photon

IAPD

Ith

Pth Popt Que
nch

ing

VAPD

Ith

(a)

VAPD

time
0

Vbr

Vbias

(b)

T1

Rbias

Bias to APD (Vbias)

VHV ! 40V

(c)

FIG. 1. APD as a single-photon detector. a) In Geiger mode
where the APD is reverse-biased above the breakdown voltage
Vbr, an absorbed single photon causes a large current IAPD

through the APD. A detection signal called a click occurs
when IAPD crosses the threshold Ith. Afterwards VAPD is
lowered below Vbr to quench the avalanche, before returning to
Geiger mode. Below Vbr, in the linear mode, the current IAPD

is proportional to the incident optical power Popt. Then Ith
becomes an optical power threshold Pth. b) The commercial
systems use gated detectors, with the APDs in Geiger mode
only when a photon is expected, to reduce false detections
called dark counts. In practice, the APD is biased just below
Vbr, and periodical !3V voltage pulses create Geiger mode
time regions, so-called gates. c) In both systems, the bias
high-voltage supply VHV has impedance Rbias (Rbias = 1k!
in Clavis2 and 20 k! in QPN 5505) before Vbias is applied to
the APD at the point T1. Therefore, any current through
Rbias reduces Vbias (see Supplementary information section I
for more details).

tect the states from Alice in a random basis. Eve resends
her detection results, but instead of sending pulses at the
single photon level she sends bright trigger pulses, with
peak power just above Pth. Bob will only have a detec-
tion event if his active basis choice coincides with Eve’s
basis choice (see Fig. 2), otherwise no detector clicks.
This causes half of the bits to be lost, but in practice this
is not a problem because transmittance from the output
of Alice to Bob’s detectors is much lower than 1/2. Also
Bob’s APDs rarely have a quantum e!ciency over 50%,
while the trigger pulses always cause clicks. For a Bob
using passive basis choice, Eve launches the peak power
just above 2Pth since half of the power hits the conjugate
basis detectors20,21. Then Bob’s detector always clicks.

After the raw key exchange, Bob and Eve have iden-
tical bit values and basis choices. Since Alice and Bob
communicate openly during sifting, error correction and

C

a) b)

C

”1”

”0”

t

t

Ith

Ith

t

t

Ith

Ith

I0

I1

I0

I1

”0”

”1”

Click!

FIG. 2. How Eve’s trigger pulses are detected by Bob.
Schemes show the last 50/50 coupler (C) and Bob’s detec-
tors in a phase-encoded QKD system. I0/I1 is the current
running through APD 0/1. a) Eve and Bob have selected
matching bases, and Eve detected the bit value 0. Therefore
the trigger pulse from Eve interferes constructively and its full
intensity hits detector 0. The current caused by Eve’s pulse
crosses the threshold current Ith and causes a click. b) Eve
and Bob have selected opposite bases. The trigger pulse from
Eve does not interfere constructively and half of its intensity
hits each detector. This causes no click as the current is below
the threshold Ith for each detector.

privacy amplification, Eve simply listens to this classical
communication and applies the same operations as Bob
to obtain the identical final key.
The attack is surprisingly general: all commercial

QKD systems and the vast majority of research systems
use APD-based detectors which all operate their APDs
part time in linear mode. Detectors with passively- and
actively-quenched APDs can also be kept in linear mode
through blinding20,22. The attack works equally well on
the Scarani-Acin-Ribordy-Gisin 2004 (SARG04)14 and
decoy-state BB8413 protocols as well as the normal BB84
protocol4. With suitable modifications it applies to dif-
ferential phase shift (DPS)23, and given the right set of
detector parameters to coherent one-way (COW)24 pro-
tocols.
Note that the threshold Pth should be su!ciently well

defined for perfect eavesdropping. To be precise, let de-
tector i always click from a trigger pulse of optical peak
power " Palways,i, and never click from a trigger pulse of
optical peak power # Pnever,i. The requirement for Eve
to be able to make any single detector click while none
of the other detectors click, can be expressed in terms of
the click thresholds as

max
i

{Palways,i} < 2
!

min
i

{Pnever,i}
"

. (1)

When eavesdropping, simply applying trigger pulses
between the gates populates carrier trap levels in the
APD, thus raising the dark count probability and causing
a too high quantum bit error rate (QBER). To avoid this
Bob’s detectors were blinded20,22. Then the detectors
are insensitive to single photons and have no dark counts.
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obtained using just one deterministic function f . How-
ever, if we are willing to invest some perfect randomness
labeled R = r from an initial seed, and choose a function
fr depending on it, then we can obtain randomness. This
process is known as randomness extraction and enjoys a
long history in computer science (see (Vadhan, 2012)
for a survey). Formally, a (strong) extractor produces an
output !F (RA)E that is close to uniform and uncorrelated

from Eve !F (RA)ER ! 112!

2! " !ER#1 $ " for some small
", even if Eve later learns which function fr we applied.
In the context of cryptography, this is also called privacy
amplification. If Eve only holds classical side-information
about Alice’s system it is known that randomness extrac-
tion is possible, where the maximum output size obeys
# % Hmin(RA|E) (Impagliazzo et al., 1989). This is also
true if Eve holds quantum side-information (De et al.,
2009; Renner, 2008; Ta-Shma, 2009). More generally
the full quantum min-entropy (König et al., 2009) has
been shown to characterize exactly how much random-
ness can be obtained by making measurements on A in
(Berta et al., 2012). However, no such general result is
known if Eve holds arbitrary no-signaling (i.e., supra-
quantum) side-information (Hänggi and Renner, 2010),
see section IV.C.4 for a more detailed discussion.

b. Randomness and Bell violations In order to discuss
quantitative links between randomness and the viola-
tions of Bell inequalities, it is useful, as in the above
discussion, to introduce an additional observer and thus
consider nonlocal correlations shared between Alice, Bob
and Eve. In such a tripartite setting, the correlations
are characterized by the probabilities p(abe|xyz). If Eve
measures z and obtains e, then Eve’s characterization
of Alice’s device is now given by the conditional proba-
bility distributions p(a|xez). If Eve learns x, then for
any given z her best guess for a corresponds to the
most probable outcome maximizing p(a|xez). Maximiz-
ing over z thus means that Eve can guess a with probabil-
ity pguess(RA|EX = x). In the case where a can take on
two values and Alice and Bob’s devices are characterized
by a CHSH expectation value S it is shown in (Pironio
et al., 2010a) (see also (Masanes et al., 2011) for an al-
ternative derivation), that independently of the devices’
behaviours and Eve’s strategy

pguess(RA|EX = x) $ 1

2

!
1 +

"
2! S2/4

#
. (59)

In particular, when S = 2
&
2, we get as expected

Pguess(A|EX = x) $ 1/2 corresponding to 1 bit of min-
entropy Hmin(RA|EX = x), implying that Alice’s out-
put is fully random. While when the CHSH expectation
achieves the local bound S = 2, we get the trivial bound
pguess(A|EX = x) $ 1. Using the SDP hierarchy (Navas-
cues et al., 2007, 2008) (see Section II.C.1.d) it is possible
to derive analogous bounds for arbitrary Bell inequali-
ties, see Supplementary information of (Pironio et al.,
2010a) for details. One can also compute upper-bounds

on the guessing probability not only for the local random-
ness (corresponding to the output a alone), but also of
the global randomness (corresponding to the pair of out-
comes a and b). At the point of maximal CHSH violation,
for instance, one finds pguess(RARB |EX = xY = y) $
1/4 +

&
2/8 ' 0.427 corresponding to 1.23 bits of min-

entropy (Aćın et al., 2012; Pironio et al., 2010a), where
the random variable RB corresponds to Bob’s outcome.

The above bounds on the guessing probability are ob-
tained by assuming that the devices and the eavesdropper
obey quantum theory. Similar bounds can be obtained
assuming only the no-signaling principle. In this case,
one obtains the following tight bound for the CHSH in-
equality (Barrett et al., 2007; Masanes et al., 2009; Piro-
nio et al., 2010a)

pguess(RA|EX = x) $ 3

2
! S

4
. (60)

At the point S = 2
&
2 of maximal quantum violation, one

finds pguess(A|EX = x) $ 0.79 which is, as expected, less
constraining than the quantum bound (59). Maximal
randomness, pguess(A|EX = x) $ 1/2 is obtained now
only at the maximal no-signaling violation S = 4 of the
CHSH inequality, corresponding to a PR-box. The above
bound has also been generalized for the d-outputm-input
chained inequality (see Section II.B.3) in (Barrett et al.,
2007):

pguess(RA|EX = x) =
1

d
+

d

4
S(d,m)
chained (61)

For m ( ) the maximal quantum violation of the
chained inequality tends to the maximal no-signaling vi-
olation Schained = 0 – note that the Bell inequality is
written as S(d,m) * d! 1, thus a “high” violation means

a lower value for S(d,m)
chain . In this limit, one thus gets

pguess(RA|EX = x) $ 1/d, i.e. the outcome can be certi-
fied to be fully random even assuming no-signaling alone.
This property is central to the security of the QKD proto-
col introduced in (Barrett et al., 2005a) and was further
developed in (Colbeck and Renner, 2008, 2011) to show
that some extensions of quantum theory cannot have im-
proved predictive power.

Naively one would expect that less nonlocality in a
Bell-type experiment implies less randomness. In the
quantum setting, this intuition is not always correct.
In the case of two-output Bell scenarios, the maximal
amount of local randomness (characterizing the single
outcome a) corresponds to 1 bit of min-entropy and the
maximal amount of global randomness (characterizing
the joint outcome pair a, b) corresponds to 2 bits. It
is shown in (Aćın et al., 2012), through a family of (non-
facet) two-input two-output Bell inequalities, that such
values can be attained with nonlocal correlations that are
arbitrarily close to the local region or which arises from
states with arbitrarily little entanglement. This work
suggests that while non-locality is necessary to certify
the presence of randomness, its quantitative aspects are
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obtained using just one deterministic function f . How-
ever, if we are willing to invest some perfect randomness
labeled R = r from an initial seed, and choose a function
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long history in computer science (see (Vadhan, 2012)
for a survey). Formally, a (strong) extractor produces an
output !F (RA)E that is close to uniform and uncorrelated
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", even if Eve later learns which function fr we applied.
In the context of cryptography, this is also called privacy
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tion is possible, where the maximum output size obeys
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the full quantum min-entropy (König et al., 2009) has
been shown to characterize exactly how much random-
ness can be obtained by making measurements on A in
(Berta et al., 2012). However, no such general result is
known if Eve holds arbitrary no-signaling (i.e., supra-
quantum) side-information (Hänggi and Renner, 2010),
see section IV.C.4 for a more detailed discussion.

b. Randomness and Bell violations In order to discuss
quantitative links between randomness and the viola-
tions of Bell inequalities, it is useful, as in the above
discussion, to introduce an additional observer and thus
consider nonlocal correlations shared between Alice, Bob
and Eve. In such a tripartite setting, the correlations
are characterized by the probabilities p(abe|xyz). If Eve
measures z and obtains e, then Eve’s characterization
of Alice’s device is now given by the conditional proba-
bility distributions p(a|xez). If Eve learns x, then for
any given z her best guess for a corresponds to the
most probable outcome maximizing p(a|xez). Maximiz-
ing over z thus means that Eve can guess a with probabil-
ity pguess(RA|EX = x). In the case where a can take on
two values and Alice and Bob’s devices are characterized
by a CHSH expectation value S it is shown in (Pironio
et al., 2010a) (see also (Masanes et al., 2011) for an al-
ternative derivation), that independently of the devices’
behaviours and Eve’s strategy

pguess(RA|EX = x) $ 1

2

!
1 +
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2! S2/4

#
. (59)

In particular, when S = 2
&
2, we get as expected

Pguess(A|EX = x) $ 1/2 corresponding to 1 bit of min-
entropy Hmin(RA|EX = x), implying that Alice’s out-
put is fully random. While when the CHSH expectation
achieves the local bound S = 2, we get the trivial bound
pguess(A|EX = x) $ 1. Using the SDP hierarchy (Navas-
cues et al., 2007, 2008) (see Section II.C.1.d) it is possible
to derive analogous bounds for arbitrary Bell inequali-
ties, see Supplementary information of (Pironio et al.,
2010a) for details. One can also compute upper-bounds

on the guessing probability not only for the local random-
ness (corresponding to the output a alone), but also of
the global randomness (corresponding to the pair of out-
comes a and b). At the point of maximal CHSH violation,
for instance, one finds pguess(RARB |EX = xY = y) $
1/4 +

&
2/8 ' 0.427 corresponding to 1.23 bits of min-

entropy (Aćın et al., 2012; Pironio et al., 2010a), where
the random variable RB corresponds to Bob’s outcome.

The above bounds on the guessing probability are ob-
tained by assuming that the devices and the eavesdropper
obey quantum theory. Similar bounds can be obtained
assuming only the no-signaling principle. In this case,
one obtains the following tight bound for the CHSH in-
equality (Barrett et al., 2007; Masanes et al., 2009; Piro-
nio et al., 2010a)

pguess(RA|EX = x) $ 3
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At the point S = 2
&
2 of maximal quantum violation, one

finds pguess(A|EX = x) $ 0.79 which is, as expected, less
constraining than the quantum bound (59). Maximal
randomness, pguess(A|EX = x) $ 1/2 is obtained now
only at the maximal no-signaling violation S = 4 of the
CHSH inequality, corresponding to a PR-box. The above
bound has also been generalized for the d-outputm-input
chained inequality (see Section II.B.3) in (Barrett et al.,
2007):

pguess(RA|EX = x) =
1
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S(d,m)
chained (61)

For m ( ) the maximal quantum violation of the
chained inequality tends to the maximal no-signaling vi-
olation Schained = 0 – note that the Bell inequality is
written as S(d,m) * d! 1, thus a “high” violation means

a lower value for S(d,m)
chain . In this limit, one thus gets

pguess(RA|EX = x) $ 1/d, i.e. the outcome can be certi-
fied to be fully random even assuming no-signaling alone.
This property is central to the security of the QKD proto-
col introduced in (Barrett et al., 2005a) and was further
developed in (Colbeck and Renner, 2008, 2011) to show
that some extensions of quantum theory cannot have im-
proved predictive power.

Naively one would expect that less nonlocality in a
Bell-type experiment implies less randomness. In the
quantum setting, this intuition is not always correct.
In the case of two-output Bell scenarios, the maximal
amount of local randomness (characterizing the single
outcome a) corresponds to 1 bit of min-entropy and the
maximal amount of global randomness (characterizing
the joint outcome pair a, b) corresponds to 2 bits. It
is shown in (Aćın et al., 2012), through a family of (non-
facet) two-input two-output Bell inequalities, that such
values can be attained with nonlocal correlations that are
arbitrarily close to the local region or which arises from
states with arbitrarily little entanglement. This work
suggests that while non-locality is necessary to certify
the presence of randomness, its quantitative aspects are
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suming that Alice and Bob’s devices perform measure-
ments on qubits in complementary bases, Ekert’s proto-
col was found to be equivalent to an entanglement-based
version of the Bennett-Brassard 1984 protocol (Bennett
et al., 1992). This was important in establishing entan-
glement as a central concept for QKD, but it also im-
plied that the subsequent security proofs used “qubits”
and “complementary bases” as implicit assumptions12.
One crucial point was (understandably) missed in those
early days: that the implicit “qubits” and “complemen-
tary bases” assumptions require a very good control of,
and ultimately some trust about, the physical implemen-
tation13.

However, as the reader knows by now, the violation of
Bell inequalities can be established without such knowl-
edge. Therefore, a cryptography protocol based on non-
locality requires fewer assumptions: the devices can in
principle be tested and the security of the protocol cer-
tified without any detailed characterization of the de-
vices; to some extent, the devices can even be malicious
and been prepared by the eavesdropper. This is called a
device-independent (DI) assessment.

The idea of DI quantum cryptography was first made
explicit by Mayers and Yao, who called it self-testing
(Mayers and Yao, 1998, 2004). Though their analysis
is not directly based on Bell inequalities, it obviously ex-
ploits correlations that are nonlocal. The breakthrough
that pushed the recent development of DIQKD came with
Barrett, Hardy, and Kent who introduced a QKD proto-
col based on the chained Bell inequality and proved it to
be secure against “super-quantum” eavesdroppers that
may violate the law of quantum physics but which are
constrained by the no-signaling principle (Barrett et al.,
2005a). A practical protocol based on the CHSH inequal-
ity was then introduced in (Aćın et al., 2006a) (though
it was proved secure only against a restricted family of
attacks), where it was also noticed that proving security
assuming only the no-signaling principle implies in par-
ticular that one can do away with the “device-dependent”
assumptions of standard QKD. The DI potential of such
QKD scheme based on Bell inequalities was then fully
perceived in (Aćın et al., 2007), which introduced a DI
security proof for collective attacks of the variation of
Ekert’s protocol presented above against an eavesdrop-
per constrained by the entire quantum formalism and
not only the no-signaling principle.

Finally, the ideas from DIQKD have been adapted to

12 Quantitative relations between security bounds and the viola-
tion of Bell inequalities were pointed out (Scarani and Gisin,
2001); but this link turned out to be an artifact of the assump-
tion called “individual attacks” and did not survive in stricter
security proofs, which were rather derived from the notion of
entanglement distillation.

13 It is interesting to notice, though, the note added in print to
the (Bennett et al., 1992) paper, which come close to recognize
explicitly the device-independent aspect of Ekert scheme.

the simpler task of DI randomness generation (DIRNG)
in (Colbeck, 2007; Pironio et al., 2010a) and to distrust-
ful quantum cryptography in (Silman et al., 2011), where
a scheme for the device-independent implementation of
(imperfect) bit commitment and coin tossing was intro-
duced.

In the following we discuss in more details the sta-
tus of current security proofs for DIQKD and DIRNG,
the assumptions on the devices that underlie them, and
the prospects for experimental implementations. We first
briefly discuss the quantitative aspects of the relation be-
tween randomness and non-locality since it is at the basis
of many security proofs and protocols. Note that the de-
velopment of DIQKD and the recent attacks on standard
QKD protocols such as (Lydersen et al., 2010) have led to
a series of feasible proposals for QKD that are interme-
diate between device-dependent and device-independent
schemes, see for instance (Lo et al., 2012; Lydersen et al.,
2010; Tomamichel et al., 2012). We do not review this
work here, as it does not directly relies on nonlocality as
a resource.

2. Randomness vs non-locality

a. Quantitative measures of randomness. Imagine Alice
holds of a measurement device that produces outcomes a
when performing a measurement, where we let RA denote
the random variable of the outcome. When can we say
that a is random? One way to think about randomness
is by means of introducing an observer, Eve, who tries
to guess Alice’s measurement outcome a - the better the
guess the less random a is. In order to guess a, Eve may
perform an arbitrary measurement on a system E, which
is possibly correlated with the one of Alice. We will use
z to label her measurement setting and e to label her
measurement outcome. For any given z, Eve best guess
for a corresponds to the most probable outcome, the one
maximizing p(a|ez). The guessing probability of Eve is
then defined as her average probability to correctly guess
a, maximized over all her possible measurements

pguess(RA|E) := max
z

!

e

p(e|z)max
a

p(a|e, z) . (58)

This guessing probability can also be expressed as the
min-entropy Hmin(RA|E) = ! log2 pguess(RA|E) (König
et al., 2009). It takes on values between 0 and log |RA|,
corresponding to the cases where Eve can guess perfectly,
and where Eve’s probability of guessing is no better than
for the uniform output distribution 1/|RA| respectively.

The min-entropy is a good measure of how random Al-
ice’s measurements outputs are because it tells us exactly
how many uniform classical random bits ! can in princi-
ple be obtained from a classical string a " RA by apply-
ing some function fr : RA # {0, 1}! . It is easy to see
that if we only have a guarantee about the min-entropy
of the so-called source RA, then no randomness can be
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Figure 2: Plot of the function f(I). The function f(I) can be interpreted as a bound on the
min-entropy per use of the system for a given CHSH expectation I, in the asymptotic limit of
large n where finite statistics e↵ects (the parameter ✏ in (3)) can be neglected. The function f(I)
(curve a) is derived through semidefinite programming using the techniques of [22,23] (semidefinite
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Systems that violate the CHSH inequality (I > 2), on the other hand, satisfy f(I) > 0, i.e., have a
positive min-entropy.

7



EXPERIMENTS 

2010   NIST   PIRONIO et al. Nature 2010 

42 RANDOM BITS  (1 MONTH) 



EXPERIMENTS 

2010   NIST   PIRONIO et al. Nature 

2013   ILLINOIS  KWIAT 

42 RANDOM BITS  (1 MONTH) 

4000 RANDOM BITS  (3 HOURS) 



DEVICE-INDEPENDENT Q CRYPTOGRAPHY 

LOCAL OUTCOMES ARE RANDOM  
AND UNCORRELATED FROM EVE 

Alice Bob 

BELL INEQUALITY VIOLATION  

ACIN, NB, GISIN, MASSAR, PIRONIO, SCARANI PRL 2007 

Eve 



DEVICE-INDEPENDENT Q CRYPTOGRAPHY 

SECURE EVEN IF EVE PREPARED THE DEVICES 

Alice Bob 

MORE ROBUST TO DEVICE IMPERFECTIONS 

ACIN, NB, GISIN, MASSAR, PIRONIO, SCARANI PRL 2007 

Eve 

LOCAL OUTCOMES ARE RANDOM  
AND UNCORRELATED FROM EVE 

BELL INEQUALITY VIOLATION  



DEVICE-INDEPENDENT Q CRYPTOGRAPHY 

KEY RATE 

Alice Bob 

ERROR CORRECTION 

ACIN, NB, GISIN, MASSAR, PIRONIO, SCARANI PRL 2007 

Eve 

Proposal for a loophole-free Bell test based on spin-photon interactions in cavities 10

considers security against collective attacks, the key rate is given by

R = 1� h(q)� h(
1 +

p
(CHSH/2)2 � 1

2

) (14)

where h(x) = �x log2 x � (1 � x) log2(1 � x) is the binary entropy. Here h(q) represents
the fraction of the raw key that Alice and Bob must sacrifice in order to correct for errors;
note that here the error is given by q = sin

2
�↵/(sin2 ↵̄ + sin

2
�↵) ' 4%. In Fig.3, we

plot the key rate as a function of the distance. We see that for distances up to 100km we get
decent key rates, considering reasonable parameters for the reflectivity of the cavity and the
photo-detector efficiency. We believe that this opens promising perspectives for implementing
DI-QKD using the present scheme. A detailed study of the performance of the spin-photon
interface (and its implementation in different physical platforms) would be of great interest ‡.

6. Conclusion

We discussed a hybrid scheme where entanglement between photons is transferred to solid
state (spin) qubits mediated by cavity QED. The successful entanglement of the spins can be
heralded by the detection of the photons. The spins can be measured efficiently within times
that allow both the locality and the detection loopholes to be closed. The required apparatus
separations are measured in hundreds of metres when we consider atom and NV� centres
ground states as our matter qubits in realisable cavities while this could be reduced to metres
if the electron spin of singly charged quantum dots is used as the qubit. In this latter case the
remaining challenge is to achieve electron spin decoherence times longer than 1 µs possibly
through sophisticated spin echo schemes [36]. Finally, we discussed potential applications of
these systems for the implementation of device-independent protocols.

Note added. While finishing this manuscript, we became aware of a related work by
Sangouard and colleagues [39] who proposed a loophole-free Bell test based on heralded
mapping of photonic entanglement into single atoms. Also, while the present work was under
review, Mattar and colleagues discussed in detail the implementation of DI QKD using the
present setup.

Acknowledgements. We thank A. Acin and C. Simon for discussions. This work is
supported by the UK EPSRC, the EU projects DIQIP and Q-ESSENCE, the Swiss National
Science Foundation (grant PP00P2 138917) and ERC Advanced Grant (QUOWSS 247462).

‡ Note that Mattar and coworkers [38] recently discussed in detail the implementation of DI-QKD using spin-
photon systems, and reported promising results, in particular high key rates.
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DO WE TRUST MEAS. DEVICES OR NOT 



3 DIFFERENT CONCEPTS 

ENTANGLEMENT 

STEERING 

NONLOCALITY 

< W >ρ  ≤ 0   FOR ANY SEPARABLE ρ 

ρ 

BELL ≤ L    FOR ANY LOCAL ρ  

ρ 

ρ 

Σ < A σ > ≤ L   IF A CHEATS 

TRUST MEAS 

DO NOT TRUST MEAS 

TRUST B BUT NOT A 

DO WE TRUST MEAS. DEVICES OR NOT 



END 


